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ITQ Basic Examination

Measuring Information Security Effectively

In the fast-paced digital era, relying on a perceived sense of IT security is no longer sufficient
to tackle the diverse and constantly evolving threats. To ensure comprehensive and demons-
trable IT security, it is crucial to rely on objective metrics.

Our ITQ Basic Examination was designed to meet this
specific need. Through collaboration with a TUV-cer-
tified IT Security Auditor and Compliance Manager,
we provide businesses with a solid foundation for
identifying vulnerabilities in both technical and orga-
nizational aspects, enhancing the security and availa-
bility of their systems, and creating a robust basis for
IT investment planning.

This Basic Examination goes beyond being a mere au-
dit; it serves as a strategic tool that empowers ma-
nagement to identify, understand, manage, and mo-
nitor necessary IT measures effectively.

ITQ Basic Examination in a nutshell:

o |dentification of vulnerabilities in both technical
and organizational areas.

e Enhancement of the security and availability of
technical systems.
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Assurance of organizational and personnel
infrastructure.

Establishment of a foundation for IT investment
planning.

Validation of IT security through external
assessment.

Mitigation of IT risks and liability for IT executives
and managing directors.

Conducted by a TUV-certified IT Security Auditor
and Compliance Manager.

Evaluation of the IT basic protection concept on-
site.

Tailored IT audit based on BSI basic protection.

Available audit versions: ISA — ITQ - ISO 27001 -
BSI
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Overview:

The ITQ Basic Examination represents the initial step
towards achieving a high level of demonstrable
IT security for your organization. By identifying
vulnerabilities in technical and organizational aspects
and by improving the security and availability of
your systems, you establish a strong foundation for
planning your IT investments.

Execution:
e In-depth interviews with key individuals responsible
for IT security.

e Evaluation of both organizational and technical
security measures.

e On-site assessment of the IT basic protection
concept.

e Customized IT audit based on the BSI basic protection.

e Multiple audit versions available: ISA — ITQ — ISO
27001 - BSI

Outcomes:
e Comprehensive results and management report.

¢ Objective assessment of the implementation sta-
tus of specific security areas.

e Actionable recommendations with prioritization
and assignment of responsibilities.

e Concrete project plan for implementation.

Service Package for Organizations with fewer than 50
employees:

e Thorough analysis to ensure compliance with
information security requirements.

e Assessment consisting of 124 questions across
16 test groups, based on BSI IT basic protection
standards.

e Adherence to a nationally recognized standard for
information security.
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e Cost-effective approach, serving as an ideal entry
point or providing advantages for future certification.

e Detailed audit report comprising approximately
80 pages, inclusive of a management report and
specific action recommendations.

e An effective tool for measuring and managing
your budget to ensure IT security.

Advantages for Your Organization:
e Enhanced information security.

¢ Improved availability of technical systems.

e Reinforced organizational and personnel infra-
structure.

¢ Solid groundwork for planning IT investments.

e Confirmation of IT security through external certi-
fication.

e Reduction of IT risks and associated liability.

The ITQ Basic Examination goes beyond being a stan-
dard security audit; it represents a key tool for achie-
ving demonstrable and measurable IT security. Rely on
our expertise and experience to elevate your informa-
tion security practices. Our service offers not only pro-
tection against current threats but also the assurance
that your IT systems adhere to the highest standards.
Contact us to discover how our ITQ Basic Examination
can fortify your organization, ensuring a future-proof
and reliable IT security strategy.

Subject to change and errors. Our general terms and conditions apply in the current version. The product description does not constitute a
binding offer and is for informational purposes only. Contractual details can be found in our offers and service catalogs, which we would be

happy to create for you.
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